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HISTORYHISTORYHISTORYHISTORY

Purple Dragon 
NSDD 298 signed in 1988 by President RonaldNSDD 298 signed in 1988 by President Ronald 

Reagan 
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INTRODUCTIONINTRODUCTIONINTRODUCTIONINTRODUCTION

Operations Security (OPSEC)
Not a security programNot a security program
Is a mindset
Answers the questions:

– Who are our adversaries?
– What do they want from me (us)?
– How do they get it?

H h l t th ?
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– How can you help stop them?



WHO IS THE ADVERSARY?WHO IS THE ADVERSARY?WHO IS THE ADVERSARY?WHO IS THE ADVERSARY?

Enemies
C titCompetitors
Terrorists
Criminals
InsidersInsiders

Intent & CapabilityIntent & Capability == “THREAT”“THREAT”
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Intent & CapabilityIntent & Capability = = THREATTHREAT



What do they want from us?What do they want from us?What do they want from us?What do they want from us?

Information the adversary needs to

“Critical Information”“Critical Information”
Information the adversary needs to 

prevent our success.

Information we must
t t t
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protect to ensure success.



CRITICAL INFORMATIONCRITICAL INFORMATIONCRITICAL INFORMATIONCRITICAL INFORMATION

Our limitations
Specific operations plansSpecific operations plans

– Who, what, when, where, how
Our personnel & their families
Our security processy p
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Gathering Critical InformationGathering Critical InformationGathering Critical InformationGathering Critical Information
Adversary collection methods:Adversary collection methods:

(IMGINT) Pictures

yy

( )
(SIGINT) Communications Intercept

(OSINT) I t t W b(OSINT) Internet Web pages
Blogs
Email
Sharing too much with strangers
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Wh t Y C D ?Wh t Y C D ?What You Can Do?What You Can Do?

“Countermeasures”
– Know your unit’s EEFIy
– Web page policies 
– Be alert
– Be suspicious
– Be awareBe aware
– Protected communications

11/29/2013 UNCLASSIFIED 8



COUNTERMEASURESCOUNTERMEASURESCOUNTERMEASURESCOUNTERMEASURES

Consider the threat when you:
– Use the phone– Use the phone
– Answer stranger’s questions

Discuss work in public places– Discuss work in public places
– Send emails to family and friends

P ti d itPractice good security
Shred all paper
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