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Operations Security (OPSEC)

Not a security program

Is a mindset

Answers the questions:
Who are our adversaries?

What do they want from me (us)?
How do they get it?

How can you help stop them?
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[errorists
Criminals
Insiders




Information the adversary
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Our limitations

Specific operations plans
Wwho, what, when, where, how

Our personnel & their families

Our security process




(IMGINT) Pictures

(SIGINT) Communications Intercept

(OSINT) Internet Web pages
Blogs
Email
Sharing too much with strangers




“Countermeasures”
Know your unit’s EEFI

Web page policies

Be alert

Be suspicious

Be aware

Protected communications




Consider the threat when you:

Use the phone

Answer stranger’s questions

Discuss work in public places
Send emaills to family and friends ° Y |

Practice good security |
Shred all paper
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